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QUYET DINH 

Ve viec ban hanh Quy the not by dam bao an toan, an ninh 
thong tin trong hoot dOng ling citing cong nghe thong tin 

dm Sir Xfiy dterng. Binh Dinh 

GIAM DOC SO )(AY DUNG 

Can dr Lust Cong nghe thong tin s6 67/2006/QH11 ngay 29/6/2006; 
Can cu Nghi dinh so 64/2007/ND-CP ngay 10/4/2007 dia. Chinh phu 

ye yiec Irng dung cong nghe th8ng tin trong hoai Ong oda co quan nha 
nude; 

Can cu Chi thi so 897/CT-TTg, ngay 10/6/2011 dm Thu Wang Chinh 
phi' ye yiec tang cirang trien khai cac host Ong dam bao an toan th8ng tin 
so; 

Can cir, Quyet dinh so 22/QD-UBND ngay 12/7/2012 cila UBND tinh 
Binh Dinh ye yiec ban hanh Quy the dam bao an toan, an ninh thong tin 
trong host dOng ung .dvng cong nghe thong tin ciia cac co quan quail 15/ 
hanh chinh nha nude tinh Binh Dinh; 

Can cu Quyet dinh 707/QD-UBND ngay 30/9/2009 elm UBND tinh ve yiec 
ban hanh Quy dinh chdc Jang, nhiem vu, quyen han Va co cau to chile dm Sd Xay 
di:mg; 

Theo a nghi cua Chanh Van phong Sd Xay thing, 

QUYET DOH: 

Dieu 1. Ban hanh kem then Quyet dinh nay "Quy the not 1)0 dam bao 
an wan, an ninh thong tin trong host Ong frng dung cong nghe th6ng tin 
cilia Sd Xay dog Binh Dinh". 

Dieu 2. Quyet dinh nay co hieu lye thi hanh ice to ngay 14, 
Dieu 3. Chanh Van phong Sd, Truang cac phong chuyen mon, don vi 

true thuOc ya cac to chirc, ca nhan c6 lien quan chiu trach nhiem thi hanh 
Quyet dinh nay./. 

Nal !Win: 'Am DOC 
- Nhtr Dieu 3; 
- Su Thong tin va Truyan thong; 
- Laub dao Su; 
- Lau: VT, VP . 

Dao Quy Tieu 
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Binh Dinh, ngay thong nom 2014 

QUY CBE NOI BQ 
Dam bao an toil), an ninh thong tin trong hoat dOng ling dung 

cong nghg thong tin dm So' Xfiy dkrng Binh Dinh 

(Ban hanh kern theo Quyit clinh so 7,21QD-SXD, ngay (12/ 6/2014 
ctia Giam thic Sd Xay thing) 

Chuang I 

NHtNG QUY DINH CHUNG 
Dieu 1. Pham vi dieu chinh va dei tugng dp dung 
1. Quy the nay quy dinh ve cong tac bao dam an toan, an ninh thong 

tin trong linh VIF i ng dung cong nghe thong tin phyc vu cho cong tac dieu 
hanh va quan ly hanh chinh nha nu& cila Sa Xay Ong Binh Dinh. 

2. Quy the nay dugc dp dung dai vOi can be, cong chirc, vien chat va 
hop clang lao dC:ing cua Kh6i Van phong Sa va cac don vi tryc thuOc Sa 
trong viec van hanh, khai tilde va sir dung he thong th6ng tin co quan. 

Dieu 2. Mtic tiou va phuong huOng cong tac dam bao an toan, an ninh 
thong tin 

1. Giam thieu dugc cac nguy co gay sy co mat an toan thong tin va 
dam bao an ninh thong tin trong qua trinh tham gia hog dOng tren mai 
truOng mang ciia can be cong chirc. 

2. &Ong tac dam bao an toan, an ninh thong tin,,  bao mat troll mei 
truOng mang la mot trong nhitng nhiem vu trong tam de dam bao sir dung 
tot, co hien qua viec img dung cong nghe th8ng tin trong cong tac chuyOn 
mon cUa. SO.  Xay dung. 

Dieu 3. Giai thich tir ngit 
Trong Quy the nay, cac tir ngit dyed day dugc hiau nhu sau: 
1. An town, an ninh thong tin: bao gem cac hoat dOng quail 	nghiep 

vy,  va ky thug d8i vOi he thong th6ng tin,  nham bao ye, kh8i phyc cac he 
thong, cac dich vu va nOi dung thOng tin &pi vOi nguy co sy c6 xay ra trong 
khi sir dung hoac do nguiri sir dung v6 y hoac co Y gay ra. ,Viec bao ye 
thong tin, dit lieu va tai khoan 	nguti sir dyng trong 	thong thong tin 
nham bao dam cho cac he thong thyc hien dung chirc nang, phyc vu nhang 
myc dich, tinh son sang cao veld you cau chinh xac va tin cay. An toan, an 
ninh thong tin bao ham cac nei dung bao ye va bao mat thong tin, an toan 
di( lieu cila may tinh va an toan, an ninh mang. 

, 2. He tilting an ninh mang: La lap hqp cac,thiet bi tuOng lira; thigt bi 
kiem soot, phat hien truy cap bat hop phap; phan mem quan tri, theo 
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ghi nhat 14 trang thai an ninh mang va cac trang thiet bi khac co chat nang 
dam bac, an toan hogi Ong cua mang, tat ca cling hoat do, ng dOng,  be theo 
met chinh sach an ninh mang nhat quail nham kiem soot chat the tat ca cac 
boat dOng tren mang. 

3. Virus may tinh: la met chuang trinh hay met doan ma cep kha nang 
to sao chep chinh no tir doi tugng lay nhiem nay sang doi tugng khac (doi 
tugng la cac may tinh, tap tin van ban). 

4. Phan mem,dec hai (ma d0c): la cac phAn mem cep tinh nang gay hai 
nhu virus, phan mem do tharn (spyware), phan mem quang cap (adware), 
phan mem Crack cep cai ma dec hoac cac dang Wang to khac. 

r  5. Frirewall: La tap hgp cac thanh phan hoac met he thing cac trang 
thiet bi, phan mem dirge dat gifta hai mang, nham kiem soot tat ca cac ket 
not tir ben trong ra ben ngoai mang va ngugc lai. 

6. Nguori sir dung: Can b0, cong chic, vien chirc va hgp deng lao 
Ong elm Sa Xay dung va cac don vi true thuec. 

Chuang II 

QUY CBE NQI BQ BAO DAM AN TOAN, AN NINH THONG TIN 

Dieu 4. Phan loai \Ta quail lY mire do uu tien del veri cac nguen 
tai nguyen elm he thong thong tin 

1. Dili 	phan mem 
Cac phan mem c6 ban quyen (da dirge ca quan, dun vi mua hoac cung 

cap nham phpc vu cho boat d'eng dam bao an toan cho he thong thong tin; 
cac phan mem Ung dung nhu: Phan mem ke toan, van thu. luu tra, van 
phong, dien tir, tinh du toan... phai dam bao tinh chinh 'fee elm thong tin, 
khong gay ra sirce mat du lieu, dam bao 	thong phan mem luon boat 
deng lien tuc. 

2. Doi vifri dir lieu 
Nguai sir dung c6 trach nhiem to quan lY du lieu luu trtt tren may tinh 

phuc vu cong tat chuyen mon cua minh, dinh kY it nhat 6 thong meii lan, 
phai tien hanh luu trir, sao chep dry lieu trong may tinh ra be nha ngoai nhu: 
8 cung ben ngoai may, dia CD, USB... cac thiet bi luu tat thong tin nay 
pilaf dugc bao quan a nod an than va bao mat. 

3. Deli veri trang thiet bi 
- Tat ca may tinh co quan can dirge trang bi phan mem diet virus c6 

ban quyen, ngoai trir nhans may tinh c6 tau hinh thap khong the cai dat 
doge, can phai lira chen phan mem diet virus mien phi pha hgp ved cau hinh 
may tinh, nhung phai dam bao do, tin coy cao tit nhang may tinh do de 
dam bao an Wan an ninh thong tin cho he thong mang may tinh ca quan. 

- Cac thiet bi gAn ngoai nhu USB, the nba, may tinh xach tay, may 
tinh bang, dien thoai di Ong cua ca quan trang bi hoac w ce, khi cam vao 
may tinh hoac mang LAN, Internet Wifi cfra co quan can phai sach khOng, 
c6 virus hoac cac phan mem dec hai khac. 



- Ngueri sir dung c6 trach ,nhiem quan 11T, bao quan thiet bi dugc giao 
sir dung; !thong toythay doi cau hinh hoac that:, lap, sira chila cac thiet bi 
tren may tinh khi chua c6 sit dong ST cua lanh dao co quan, don vi. 

Dieu 5. Quart 1Y, van hanh He thong bao ve an toan, an ninh 
thong tin. 

1. He tilting mang nOi 
- He thong mang nOi b0 (LAN) dugc thiet lap va quan lY theo nhom 

(Group) tong phong, ban va cap dia chi mang (IP) c8 dinh cho tirng may 
tinh ca nhan cita phong, ban co quan trong mang LAN theo danh sach dia 
chi IP co dinh da ban hanh. 

- He thong mang kitting day cila Ser dugc kat not vai mang nOi be' 
thong qua cac diem truy nhap (Aeeess Point) theo chuan N, Arai toe dO 
100Mb/giay (Mbps) va thiet lap cac tham so bao mat truy cap theo chuan 
bao mat mang khong,  day an toan nhat hien nay la WPA2 va dinh ky 3 
thong thay doi mat khau nham tang cuang cong tac bao mat. 

- He that-1g may chit, router, switch, thiet bi FTTH dugc d4t ca dinh; 
nguon dien cung cap cho he tilting nay phai on dinh; c6 dieu hoa nhiet dO 
de dam bao ye nhiet dO va dO am phi' hap voi you cau tiou chuan ky thuat 
phong may. 

2. T6 chfrc quan 1317 tai khoan 
- Can b0 chuyen trach CNTT cua So• có trach nhi'em tao, lap va cung 

cap tai khoan truy nhap he thong mang nOi b0 (IP), he thong email cong 
vu, he thong thong tin tac nghiep, he thOng van phong dien tir. . , cho ngulyi 
sir dung. 

- Doi vai ngtrai sir dung tip nhan mai hoac chuyen cong tac, nghi 
nghi viec; Can b0 chuyen trach CNTT can cur quyet dinh dm co quan 

tao mai hoac hay 136 cac tai khoan lien quan cua cac ca nhan do. 
3. Quin 17 gang nh4p he thong 
- Nguifyi sir dung da dugc cap tai khoan tren Trang thong tin tac 

nghiep, hOp thu dien tir cong vu, van phong dien tir tai Sat Xay dung can 
doi mat khau ban dau co tinh bao mat cao (vi du: 12!@bnm) ngay lam truy 
cap dau tien doi vai cac tai khoan nay; Dinh kY 03 thong phai thay doi mat 
khau va khong dimg mot mat khau trong nhieu tai khoan. 

- Khi cling nhap vao he thong va may tinh duce trang bi phai co trach 
nhiem bao ve va bao mat tai khoan, WI lieu may tinh cua minh nhu: ke 
toan, van thu, luu trir, van phong dien tir, hOp thu cong vu, ..; khong to 
xam nhap cac tai khoan khac; &mg thin kitting cung cap thong tin tai khoan 
elm minh cho cac ca nhan khong co lien quan. 

4. DAi voi may tinh, thiet bi thao lAp (USB, may tinh xach tay..) 
- Nguai sir dung dugc giao sir dung may tinh phai (Tat mat khau truy 

cap vao may tinh cua minh va cai dot co the to dOng thoat cho may tinh khi 
khong sir dung may tinh trong th&i gian doi. 

- Khi ma cac tap tin dinh kem theo thu dien tir hoac dugc tai xutmg 
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ter Internet hay cac thiet 	luu tra (USB) gAn vao he thong, neu biat rO 
nguai gin thu thi phai lua tap tin vao may tinh roi quet virus truac khi ,ma; 
khong tai cac thu dien tit co tap tin dinh kern khong rO nguon goe vi rat cal 
the c6 virus, phan mem gian diep dugc dinh kern theo thu dien to dugc kich 
hoat va lay lan vao may tinh thong qua thao tac do gay mat der lieu thong 
tin. 

- Khi truyan du lieu gifta USB va may tinh, khong true tip truy nhap 
ngay vao USB (vi cal the rat nhieu virus dugc kich hoai va lay lan vao may 
tinh thong qua thao tac d6) ma phai quet virus doi van USB bang phan mem 
diet virus, sau do mai dugc truy cap binh thuang. 

5. Truyen tai, Ito trie, sao cher, thOng tin 
- De dam bao an toan an ninh thong tin trong viec truyan tai, luu trer, 

sao chap thong tin, ngueri su dung can han the viec chia se thong tin, der 
lieu trail may tinh qua tinh nang share full ciia window va can dial mat khau 
cho may tinh ca nhan dinh kY 3 thang. Phai bao mat, quan 132, su dung cac 
tai khoan He thong thu dien tic cong vu va trang thong tin tac nghiep... cua 
SO de truy nhap, thu thap, chia se dit lieu, truyen tai thong tin, tai lieu... 
trail ra moi truemg mang, 

- Khong dirge luu iru dirlieu va sao chap thong tin tren phan \Tung 
dia citing cai dat he dieu hanh , cong C), viec luu trft der lieu va sao chap 
thong tin chi tinrc hien tren dia cfrng D, H hoac teen USB, gin') cho viec 
phuc hoi m9i der lieu trail dia C duce de dang khi co su co may tinh xay ra. 

6. ChOng ma LW, virus 
- Nguai sir dung can can dat phAn mem chang virus (do ca quan mua 

hoac to mua) len cac may tinh ca nhan, may tinh xach tay, cac thiet bi di 
dOng,.. trmac khi clang nhap vao N thong mang internet cfra ca quan de 
phat,  hien, loci trir nhfing doan ma dec hai (Virus, trojan, worms..) dugc 
truyen,tai ben: thu dien tic, tap tin dinh kern ter Internet, thiet bi luu tit than 
lap nham khai thac 18 hong dm he thong thong tin thuang xuyen cap nhat 
cac phien ban (Version) mai, cac ban va len dm cac phan mem he thong 
(doi vai phan mem co ban quyen), phan mem chong virus, phan mem,frng, 
dung,., 	bao darn chiming trinh quet virus lain duct cap nhat na6i nhat. 

Dieu 6. Giai quyet va khic phye m9i sir do an ninh thong tin 
1. Del veri nguiri sir dung 
- Thong tin bao cao kip thai cho can bO quan tri mang va Lanh dao 

Sat khi phai hien cac su co gay mat an toan an ninh thong tin nghiem trong 
khong khde phuc dirge, 

7  Xir ly khan cap: Khi bi ph& hien he thong bi tan cong, thong qua 
cac dau hieu khac,thuang nhu: He thong may tinh hoat dOng cham khac 
thuang, nei dung can thay 	can thge hien cac buoy sau: 

+ Ngat ket nail may tinh ra khed mang LAN, Imernet. 
+ Sao chap toan bO der lieu dm he thong thiet bi luu ra ngoai (CD, 

USB, o cong di dOng...) 
+ KhOi phuc he thong ban, each chuyan der' lieu backup (sao luu) mai 
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nhat a he thong hoat dOng an dinh 
2. Dtpi val can 130 chuyen trach CNTT 
Huang dan nguoi sir dung cac bien phap 1(57 thuat giai quyat va khac 

phoc su co. Trong trinang hap str c8 xay ra,ngoai kha nang giai quyet, kip 
thai bao cao \Jai lanh dao Ser, (long then phoi hop vei ca quan chuyen mon 
(16 khac phoc. 

Chuang III 
TRACH NHIEM BAH DAM AN THAN, AN NINH THONG TIN 

Dieu 7. Trach nhiem ciia Lanh duo So' 
1. Lanh dao So co trach nhiem toan dien truac UBND tinh trong cong 

tac bao ye an toan he thong thong tin dm dan vi. 
2. Phan cong can bo chuyen trach CNTT dam bao, an toan thong tin 

trirac flan hanh cac hoat dOng quan 19, van hanh he thong thong tin, 
3. Phan bo kinh phi a trang bi cac thiet bi phan cong, phan mem lien 

quan den cong tac dam bao an toan thong tin, dau cac thiet bi tuang lira, 
cac chuang trinh thong spam, virus, phan mem gian diep c6 ban quyen teen 
cac may vi tinh cua CBCC ca quan. 

4. BO tri it nhat 01 may vi tinh rieng, khong ket not mang nOi 130 va 
mang Internet dimg de quan 19, soan tithe. cac tai lieu mat theo quy dinh. 

5. Quan tam dao tao, bai clueng,nguan nhanige c45 kien thirc, trinh 
do ve cong nghe thong tin. Trang bi day do cac kien thee bao mat ca ban 
cho can b'Q, cong chirc, vien chirc fru& khi cho phep truy nhap va sir dung 
he th8ng thong tin. 

6. Khi c6 sly co hoac nguy ca mat an toan thong tin, kip then cu can 
bQ ph6i hop chat the yeti ca quan chuyen mon trong cong tac phong ngira, 
dau tranh, ngan than cac hoat dOng xam pham an toan, an ninh thong tin; 
Tao dieu kien thuan igi cho cac ca quan chirc nang tham gia khac phoc su 
co va thvc hien dung theo hirer/1g dan. 

7. Chi dao cac dun vi true thuQc tang cueing cong tac an toan, an ninh 
thong tin trong hog dOng irng dung CNTT va quan tam dau to cac thiet bi 
an man, an ninh thong tin a dan vi. 

Dieu 8. Trach nhi?ni ciia can 14 chuyen trach CNTT 
1. Theo dOi, quart 19 chat the viec di chuyen cac trang thiet bi CNTT, 

he thong mang trong ca quan. 
2. Thvc hien cap phat, thu hai, cap nhat va quan 1Y tat ca cac tai 

khoan truy cap vao he thong thong tin dm So; huang dan nguari dung thay 
doi mat khau ca. nhan theo quy dinh; xir 19 cac yeu cau ye thay doi tai khoan 
sir dung mang cua cac phong chuyen mon. 

3 Tham muu cho lanh dao So trong viec dau to thiet bi phan cung, 
phan mem, cong tac bao mat thong tin teen moi,truang mang; quan 19, kiem 
tra va 	xuat sira chita, thay the, nang cap phan ding khi c6 yeu cau. Cac 
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&Ong viec sira chfra hang ngdy deu dugc ghi vao nhat kYr sira chita cita can 
b0 chuy8n trach CNTT saUm8i lan sira chin. 

4. Quail 132, van hanh cac hog Ong cia h8 th6ng mang may tinh cua 
So theo nhiem vv dugc phan king; trien khai cac bien phap bao dam an 
toan, an ninh thong tin trong don vi. Kiem tra, khac phvc sv ca kip thed khi 
ngueri sir dung bag cao sv co hoac de nghi xem xet giai quyat khi may tinh 
bi sv co. 

5. Thong ke, quan 132 cac thik bi luu frit va sao luu du lieu, demg thed 
lap Ice hoach nang cap, thay th8 cac thi8t bi khi killing con kha nang luu 
frit; thuc hien thiet lap co the sao luu va phvc hoi nay chi de thvc hien 
cong, tac bao tri, bao dugng dinh ky, dot xuat, giam thieu tai da cac sv co 
kyr thuat; 

6. Thuc hien viec danh gig, bao cao cac rim ro ve mire dO nghiem ; 	• 
trong cg the xay ra dor sv truy cap Ira sir dung trai phep, thay d6i hoac pha 
hi)! thong tin Ara he thong thong tin; de nghi huang giai guy& khi có sv c8. 
Dinh ky bao cao tong hgp tinh hinh an than, an ninh cia he thong cia So 
cho cac co quan lien quan theo quy dinh. 

Dieu 9. Trach nhiem ciia ngtriri sir dung 
I. Nghiem chinh chAp hanh cac quy dinh v8 an toan thong tin ciis co 

quan, don vi lien quan den cong tac irng dung CNTT n. dugc UBND tinh 
va SO ban hanh nhu Quy che ,quan 1)2, sir dung He thong thu dien tir cong 
vu 

	

	tinh: Quy dinh cung cap Ara quan bri thong tin tren trang tin dien tit 
va cac quy dinh khac cua phap lust; nang cao y tithe earth gide va 

trach nhiem dam bao an ninh thong tin tai co quan, don vi. 
2. CO trach nhiem to quail 1)2 cac,  thiet bi CNTT dugc giao sir dung; 

khong, toythay doi Ara thao lap cac thiet bi tren may vi tinh khi chua co sv 
thing 32 dm can IDO chuyen trach CNTT; kh8ng to y lien he vii ca nhan ben 
ngoai vao can thiep cac thiet bi may tinh. 

3. Cac may Firth khi khong sir,  dung trong tiled gian dai (qua 02 gig 
lam viec) can tat may hoac ngirng ket not mang, de tranh bi cac hacker lgi 
dung, sir dung chirc nang dieu khien to xa ding may tinh cia minh tan cong 
vao cac he thong thong tin khac. 

4. Khong dirge to 32 thay dgi cac tham s6 dia chi IP mang cia mang 
LAN. Trugng hgp can thiet phai thay doi tham so mang phai bao cho can 
b0 huyen trach CNTT d8 xir 15f. 

5. Khong dugc truy cap thong tin hoac nhap chuOt vao trang web cg 
duemg dan la khong ro ye nOi dung hoac cac website dOc hai; khong tai va 
cat dat cac phdn mem chua re' nguon gee. Han che tai nhitng File co ,dung 
lugng, lon ,(tren 300 MB) trong 	lam viec lam anh huigng den to do,
throng truyen cia he thong. Cac tap tin gun dinh kern ben thu dien tit hoac 
dugc tai xuong tic internet hay cac thiet 111 luu trit gan vao he thong can 
dugc kiem tra de phOng thong lay nhiem virus hoac phan mem gian diep 
gay mat mat thong tin. Khong ding may tinh co quan trao ded tro chuyen 
(chat) hoac sir dung facebook trao doi veil ban be, ngued than trong gig 
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hanh chinh, gay anh htreng den Gong viec chuyen mon. 
6. Trong qua trinh sir dung the thiat bi CNTT, nau co,str c8 xay ra, can NI, 

ding chic, vien chic lap phieu trinh de xuat sira chtia, chuyen den can be, chuyen 
trach CNTT kiem tra xac dinh hu hOng va de xuat Lanh dao Sor cho sira chira. 

Chuivng V 

TO CH1TC THVC HItINT 

Dieu 10. Khen thu'&ng ye xir 1y vi pham 

1. Cac phong chuyen mon, don vi true thu8c; ngued sic dung thuc hien tot 
Quy the nay dem tai hieu qua thiet thgc se duce xem xet danh gia trong Gong tac 
thi dua, khen thuong; hang nam. 

2. Cac phong,  chuyen mon, don vi,truc thuOc; ngtthi sir dung c6 hanh 
vi vi pham quy the nay thi 	bi triz diem thi dua hoac thy theo tinh chat, 
mac dO vi pham ma bi xir 1Y ky luat trach nhiem, xu phat hanh chinh, Neu 
gay thiet hai thi phai b8i thuorng theo quy dinh. 

Dieu 11. Dieu khoin thi hanh 
Chanh Van pining SOr, TruOrng cac pining chuyen mon, don vi truc 

thuOc Sa c6 trach nhiem to chic thgc hien Quy the nay. 
Trong qua trinh thtrc hien, nett c6 phat sinh kh6 khan, vuong mac cac 

phons,  ban, don vi ban con lanh dao Set (qua Van phong So) de kip thai sira 
ded boa sung cho phi hop./. 

GIAM DOC 

Dao QuS7Tieu 
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