UBND TINH BINH DINH CONG HOA XA HQI CHU NGHIA VIET NAM

SO XAY DUNG Poc 1dp — Tw do — Hanh phiic
S6: 7L /Qb-SXD Binh Dinh, ngay Q3 thing 6 ndm 2014
QUYET PINH

Vé viée ban hanh Quy ché ndi bé dim bdo an toan, an ninh
thong tin trong hoat ddng rng dung cong nghé théng tin
cia S& Xay duwng Binh Pinh

GIAM POC SO XAY DUNG

Can ctr Luéat Cong nghé thong tin s 67/2006/QH11 ngay 29/6/2006;

Can ct Nghi dinh sé 64/2007/ND-CP ngay 10/4/2007 cta Chinh phu
vé viéc ung dung cbng nghé théng tin trong hoai ddng cia co quan nha
nudc;

Can cu Chi thi 56 897/CT-TTg, ngay 10/6/2011 cua Thu tuéng Chinh
phu vé viéc ting cuong trién khai céc hoat doéng dam bao an toan thdng tin
s0;

Can cir Quyét dinh s 22/QP-UBND ngay 12/7/2012 cta UBND tinh
Binh Pinh vé viéc ban hanh Quy ché ddm bao an toan, an ninh théng tin
trong hoat dong ung dung céng nghé théng tin cia cdc co quan quéan ly
hanh chinh nha nudc tinh Binh Dinh;

Cin cit Quyét dinh 707/QD-UBND ngay 30/9/2009 cua UBND tinh vé viée
ban hanh Quy dinh chac nang, nhiém vy, quyén han va co ciu té chirc ciia S¢ Xay
dyng;

Theo @& nghi ctia Chénh Vin phong S& Xay dung,

QUYLT PINH:

Picu 1. Ban hanh kém theo Quyét dinh nay "Quy ché noi bs dam bao
an toan, an ninh théng tin trong hoat déng ng dung céng nghé thong tin
cua S¢& X8y dung Binh Dinh".

Pidu 2. Quyét dinh nay cé hiéu luc thi hanh ké tir ngay ky,

Piéu 3. Chanh Van phong S, Truorng cac phong chuyén mén, don vi
tryc thude va cac td chic, ca nhan cé lién quan chju trach nhiém thi hanh
Quyét dinh nay./.
Noi nhin:

- Nhyr Pidu 3;
- 8¢ Thong tin va Truyén théng;

- Lanh dao So;
- Larw: VT, VP .

Pao Quy Titu






UBND TINH BINH BINH CONG HOA XA HQI CHU NGHIA VIET NAM

SO XAY DUNG Poc 1dp — Ty do — Hanh phic
S6 : /QD-SXD Binh Dinh, ngay  thdng ndm 2014
QUY CHE NOQI BQ

Dam bio an toan, an ninh théng tin trong hoat dong &ng dung
cong ngh¢ thoéng tin ciia S& Xiy dwng Binh Pinh
(Ban hanh kém theo Quyét dinh 56 T/QP-SXD, ngay 0/ 6/2014
cua Gidm déc So Xay dung)

Chuwong 1

NHUNG QUY DINH CHUNG

Piéu 1. Pham vi didu chinh va dbi tugng ap dung

1. Quy ché nay quy dinh v& cong tac bao dam an toan, an ninh thong
tin trong linh vyc ng dung céng nghé théng tin phuc vu cho cdng tac diéu
hanh va quan Iy hanh chinh nha nuéc ctia S& X4y dung Binh Dinh.

2. Quy ché nay duoc ap dung dbi v6i can bd, cong chire, vién chic va
hgp ddng lao ddng ctha Khdi Vin phong S& va cac don vi truc thude Sé
trong viéc van hanh, khai thac va sir dung hé théng théng tin co quan.

Piéu 2. Muyc tiéu va phuong hudng coéng tdc dam bao an toan, an ninh
thong tin

1. Giam thiéu dugc cac nguy co giy su ¢b mit an toan théng tin va
ddm bao an ninh théng tin trong qué trinh tham gia hoat déng trén moi
truong mang cda can b cong chirc.

2. Coéng tac dam bao an toan, an ninh théng tin, bao mét trén moi
trucmg mang la mét trong nhitng nhiém vu trong tdm dé dam bao sir dung
tot, c6 hiéu qua viée tng dung cong nghé théng tin trong cdng tac chuyén
mon cia S& X4y dung.

Pidu 3. Giai thich tir ngir

Trong Quy ché nay, céac tir ngit duédi dﬁy dugc hiéu nhu sau:

1. An toan, an ninh théng tin: bao gdém cdc hoat dong quan ly, nghIep
vu va k¥ thuat dbi véi hé théng théng tin nhim bao vé, khéi phyuc cac hé
thdng, cac dich vu va néi dung thdng tin d6i véi nguy co sy cb xay ra trong
khi st dung hodc do ngudi sir dyng v6 y hodic ¢d v gdy ra. Viéc bao vé
thong tin, dir liéu va tai khodn cla ngudi sir dung trong hé théng thong tin
nhim bdo dam cho céc hé thong thye hién ding chirc niang, phuc vy nhiing
muc dich, tinh sin sang cao vdi yéu cdu chinh xdc va tin cdy. An toan, an
ninh théng tin bao ham cac ndi dung bao vé va bao mit théng tin, an toan
dir liéu cua may tinh va an toan, an ninh mang.

2. Hé théng an ninh mang: La lap hop cac thlet bi twdng lira; thiét bi
kiém soat, phat hién truy cip bat hgp phap; phin mém quan tri, theo ddi,
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ghi nht ky trang thai an ninh mang va céc trang thiét bi khac ¢6 chirc ning
dam bao an toan hoai dong cua mang, tit ca ciing hoat dong dong bd theo
mot chinh sach an ninh mang nhét quan nhiam kiém soat chat ch@ tit ca cac
hoat dong trén mang.

3. Virus may tinh: la mot chuong trinh hay mét doan ma c¢6 kha niing
tw sao chép chinh né tir d6i tuong lay nhiém nay sang ddi twong khac (dé6i
tugng la cac méy tinh, tap tin van ban).

4. Phan mém doc hai (ma doéc): 1a cac phan mem c6 tinh nang gay hai
nhu virus, phan mém do tham (spyware), phdn mém quang cio (adware),
phan mém Crack c6 cai ma doc hodc cac dang tuong tu khac.

5. Frirewall: La tap hop cac thanh phan hodc mot hé thong cac trang
th1et bi, phan mém duoc dat giita hai mang, nham kiém soat tit ca cac két
néi tir bén trong ra bén ngoai mang va ngugc lai.

6. Ngudi sit dung: Can bo, cdng chirc, vién chitc va hop dbng lao
dong cua S& Xay dung va cac don vi truc thude.

Chwong II
QUY CHE NQI BQ BAO PAM AN TOAN, AN NINH THONG TIN

Piéu 4. Phan loai va quan ly mic dd wu tién d6i voi cac ngudn
tai nguyén ctia hé théng thong tin

1. Pbi véi phan mém

Céc phin mém c6 ban quyén (di dwoc co quan, don vi mua hodc cung
cap nham phuc vu cho hoat dong dam bao an toan cho hé théng théng tin;
cac phan mém ing dung nhu: Phan mém ké toan, van thu. luwu trit, van
phong, dién tu, tinh dy toan... phai dam bao tinh chinh xac cua théng tin,
khéng gay ra su c6 méat dit heu dam bao hé théng phan mém ludn hoat
dong lién tuc.

2. P6i voi dir lidu

Nguoi st dung ¢é trach nhiém tu quan ly dir liéu lwu trit trén may tinh
phuc vu cdéng tac chuyén mén cua minh, dinh ky it nhat 6 thang mdi 14n,
phai tién hanh liu trir, sao chép dit lidu trong may tinh ra bé nhé ngoai nhu:
0 cing bén ngoai may, dia CD, USB... cac thiét bj liru trit théng tin nay
phai dugc bao quan & noi an toan va bao mat.

3. P6i véi trang thiét bi

- Tat cad mdy tinh co quan cén duogc trang bi phan mém digt virus ¢
ban quyen ngoai trir nhitng may tinh ¢6 cau hinh thdp khong thé cai dat
dugc, can phai lya chon phan mém diét virus mién phi phi hop véi céu hinh
may tinh, nhung phai dam bao dd tin cdy cao trén nhitng may tinh d6 dé
dam bao an toan an ninh thdng tin cho hé théng mang may tinh co quan.

- C4c thiét bi gin ngoai nhr USB, thé nhé, may tinh x4ach tay, may
tinh bang, di¢n thoai di dong cia co quan trang bi hodc tu c6 khi cam vao
may tinh hodc mang LAN, Internet Wifi clia co quan can phai sach khéong,

¢6 virus hodc cac phdn mém doc hai khac.
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- Ngudi sir dung ¢6 trach nhiém quan ly, bao quén thiét bi dugc giao
sir dung; khong tu y thay d6i cdu hinh hodc thdo 14p, sira chita cic thiét bi
trén may tinh khi chua cé su ddng ¥ ciia 1anh dao co quan, don vi.

Pidu 5. Quan ly, van hanh Hé théng bao vé an toan, an ninh
théng tin.

1. H¢ théng mang ndi bé.

- Hé thdng mang ndi bd (LAN) duogc thiét 1ap va quan ly theo nhom
(Group) timg phong, ban va cap dia chi mang (IP) c¢é dinh cho tung may
tinh ca nhén cua phong, ban co quan trong mang LAN theo danh sach dia
chi IP ¢6 dinh da ban hanh.

- Hé théng mang khong day ctia S¢ dugc két ndi v6i mang ndi bd
thdng qua cic diém truy nhap (Aeeess Pomt) theo chuan N, v6i téc do
100Mb/giay (Mbps) va thiét 14p cac tham sé bao mat truy cdp theo chudn
bao mét mang khéng day an toan nhit hién nay 1a WPA2 va dinh ky 3
thang thay d6i mat khau nhim ting cuong cOng tic bao mait.

- Hé théng may chi, router, switch, thlet bi FTTH dugc dit ¢b dinh;
nguon dién cung cAp cho hé thong ndy phai 6n dinh; ¢ didu hoa nhiét do
dé dam bao vé nhiét d va do Am phlt hgp véi yéu cau tiéu chuin k¥ thuat
phong may

2. T6 chirc quén 1y tai khoan

- Can bd chuyén trach CNTT ctlia S& ¢é trach nhiém tao, 14p va cung
clp tai khoan truy nhap hé théng mang né6i bo (IP), hé thong email cong
vu, hé théng théng tin tac nghiép, hé théng vin phong dién tr. . , cho ngusi
str dung,

- D6i véi nguoi sir dung tiép nhan méi hodc chuyen cOng tac, nghi
huu, nghi viéc; Cén bd chuyén trach CNTT cin ctt quyét dinh cua co quan
tao méi hodc hity bd cdce tai khoan 1ién quan cua céc ca nhan d4.

3. Quin Iy ding nhap hé théng

- Nguoi sir dung dd duge cép tai khoan trén Trang thong tin tac
nghiép, hop thu dién tir cdng vy, van phong dién t¢ tai S& Xay dung can
d6i mat khau ban dau c6 tinh bao mat cao (vi du: 12!@bnm) ngay lam truy
cap dau tién d6i vai cac tai khoan nay; Pinh ky 03 thdng phai thay ddi mat
khau va khong dung mot mat khau trong nhiéu tai khoan.

- Khi dang nhap vao hé théng va may tinh dugc trang bi phai c6 trach
nhiém bao vé va bao mét tai khoan, dir liéu may tinh ctia minh nhu: ké
todn, van thu, luu trir, vén phong dién ti, hop thu cong vu, ..; khong tu y
x4m nhép céc tai khoan khac; dong thoi khéng cung cap thong tln tai khoan
cua minh cho cdc ¢4 nhan khéng ¢6 1ién quan.

4. P6i véi may tinh, thiét bi théo lip (USB, méy tinh xéch tay..)

- Nguoi sur dung duoc giao st dung may tinh phai dat mat khiu truy
cip vdo may tinh clia minh va cai dit co ché tu déng thoat cho may tinh khi
khéng str dung may tinh trong théi gian dai.

- Khi mé céc tép tin dinh kém theo thu dién tir hodc duoc tai xudng
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tr Internet hay cac thiét bi luu trir (USB) gén vao he thdng, néu biét 15
ngudi giri thu thi phai lya tap tin vao may tinh rdi quét virus truoe khi ma;
khong tai cac thu dién tir 06 tap tin dinh kém khéng r6 ngudn gdc vi rat cé
thé co6 virus, phan mém gidn diép dugc dinh kém theo thu dién tir dugce kich
hoat va lay lan vao may tinh thong qua thao tac do gdy mét dir liéu thong
tin.

- Khi truyén dit li€u gitra USB va may tinh, khong truc tiép truy nhap
ngay vao USB (vi c¢o thé rat nhidu virus dugc kich hoai va lay lan vao may
tinh théng qua thao tac d6) ma phai quét virus ddi véi USB bang phan mém
diét virus, sau d6 méi dugce truy cap binh thuong.

5. Truyén tii, lwu trir, sao chép thong tin

- P& dam bido an toan an ninh thong tin trong viée truyén tai, luu trir,
sao chép théng tin, ngudl st dung cln han ché viéc chia s¢ théng tin, dir
liéu trén may tinh qua tinh nang share full cua window va can d6i mat khau
cho may tinh c4 nhan dinh k¥ 3 thang. Phai bao mat, quan ly, su dung cac
tai khoan Hé théng thu dién tir cdng vu va trang thong tin tac nghiép... caa
S& dé truy nhap, thu thap, chia sé dir liéu, truyén tai thong tin, tai lu_eu...
trén ra moi trudong mang,

- Khong dugce luu trit dit liéu va sao chép thong tin trén phén vung
dfa cung cai dat hé didu hanh (6 ctmg C), viéc luu trit dit lidu va sao chép
théng tin chi thyc hién trén dia cimg D, H hoac trén USB, giup cho viéc
phuc hdi m01 dit lidu trén dia C dugc dé dang khi cé su cb may tinh xay ra.

6. Chéng mi déc, v1rus

- Ngudi sir dung cn cai dat phdn mém chéng virus (do co quan mua
hodc tu mua) 1én cdc may tinh ca nhin, may tinh xach tay, cac thiét bi di
dong,.. trude khi dang nhap vao hé théng mang internet ctia co quan dé
phét hién, loai trir nhitng doan ma d¢c hai (Virus, trojan, worms..) dugc
truyen tai béi: thu dién to, tap tin dinh kém tir Internet, thiét bi luu trit thao
14p nham khai thac 16 héng caa hé théng thong tin thuong xuyén cdp nhat
cac phlen ban (Version) mai, cac ban va 101 cua cac phan mém h¢ théng
(dbi véi phan mé&m ¢6 ban quyén), phdn mém chdng virus, phin mém ung,
dung,., dé bao ddm chuong trinh quét virus Judn duge cép nhat méi nhat.

Diéu 6. Giai quyét va khic phyuc moi sy ¢6 an ninh théng tin

1. Péi voi ngwdi st dung

- Thong tin bao céo kip thoi cho can bd quan tri mang va Lanh dao
S& khi phai hién cac sy cb gdy mét an toan an ninh thdng tin nghiém trong
khong khac phuc duge,

- Xt Iy khan cép: Khi bi phét hi¢n hé théng bi tdn céng, théng qua
cac dau hiéu khac thuong nhu: HE thong may tinh hoat dong cham khac
thudng, ndi dung can thay doi,... can thuc hién cac bude sau:

+ Ngit két nbii may tinh ra khéi mang LAN, Imernet.

+ Sao chép toan bo dir 1iéu cua hé théng thiét bi luu ra ngoai (CD,
USB, 6 cing di déng...)

+ Khoi phuc hé théng ban, cach chuyén dir 1iéu backup (sao lyu) méi
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nhét dé hé thdng hoat dong én dinh.

2. P6i véi can bd chuyén trach CNTT

Huéng d&n ngudi st dung cdc bién phép k¥ thuat giai quyet va khic
phuc sy co. Trong trudng hop su ¢d xay ra ngoai kha ning giai quyét, kip
thoi bdo cao v6i lanh dao S&, dong thoi phdi hop véi co quan chuyén mdn
dé khic phuc.

Chwong 111
TRACH NHIEM BAO PAM AN TOAN, AN NINH THONG TIN

Pic¢u 7. Trach nhiém cita Linh dao S&

1. Lanh dao S& c6 trach nhiém toan dién trudec UBND tinh trong coéng
tic bao vé an toan hé thdng thdng tin cua don vi.

2. Phén cong can bd chuyén trach CNTT dam béo, an toan théng tin
trude tién hanh cac hoat dong quan 1y, van hanh hé théng théng tin,

3. Phan bb kinh phi dé trang bi céc thiét bi phin cing, phan mém 1ién
quan dén c6ng tic dam bao an toan théng tin, d4u tu cac thiét bi tudng Iira,
cac chucrng trinh chéng spam, virus, phin mém gin diép c6 ban quyén trén
cac may vi tinh cua CBCC co quan.

4, B6 tri it nhit 01 may vi tinh riéng, khoéng két ndi mang ndi bd va
mang Internet dung dé quan 1y, soan théo céc tai 1iéu mat theo quy dinh.

5. Quan tdm dao tao, bdi dudng nguon nhan luc ¢ kién thire, trinh
d6 vé& cong nghé thong tin. Trang bi ddy du céc kidu thic biao mat co ban
cho can bd, cdng chirc, vién chirc truwde khi cho phép truy nhip va sir dung
hé théng théng tin.

6. Khi cé su ¢d ho#ic nguy co mét an toan théng tin, kip thdi cir can
bd phdi hop chit ch& véi co quan chuyén moén trong ¢dng tic phong ngira,
d4u tranh, ngan chén cac hoat dong xa4m pham an toan, an ninh 'théng tin;
Tao diéu kién thuin lgi cho cac co quan chirc nang tham gia khic phuc su
c¢b va thyc hién dang theo huéng din.

7. Chi dao céc don vi tryc thudce ting cuong ¢6ng tac an toan, an ninh
théng tin trong hoat dong tng dung CNTT va quan tam dau tu cac thiét bj
an toan, an ninh théng tin & don vi.

Piéu 8. Trich nhi¢m ciia cin b§ chuyén trich CNTT

1. Theo d&i, quan Iy chit ché& viéc di chuyén céac trang thiét bi CNTT,
hé théng mang trong co quan.

2. Thuc hién cép phat, thu héi, cap nhat va quan ly tit ca céc tai
khoan truy cép vao hé théng thong tin cua S&; hudng dan nguoi dung thay
d6i m4t khiu ca nhén theo quy dinh; xir 1y cdc yéu cdu vé thay dbi tai khoan
st dung mang cta cac phong chuyén mén.

3, Tham muu cho lanh dao S& trong vige dau tu thiét bj phin cung,
phan mém, cOng tdc bao mét thong tin trén mai truong mang; quan ly kiém
tra va d& xuét stra chira, thay thé, niang cip phin ctng khi c¢6 yéu cau. Céc
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cong viéc stra chita hang ngay déu dugce ghi vao nhat ky sura chita cla can
bd chuyén trach CNTT sau moi 14n stra chira.

4. Quan ly, van hanh cédc hoat dong cua hé théng mang may tinh cua
So theo nhiém vu duge phén cong, trién khai cac bién phap bao dam an
toan, an ninh thong tin trong don vi. Kiém tra, khic phuc su c0 kip thoi khi
nguol st dung bao c4o su cd hodc dé nghi xem xét giai quyét khi may tinh
bi su cd.

5. Théng k&, quan ly céc thiét bj luu trit va sao luu dir lidu, ddng thoi
lap ké hoach néng cap, thay thé cac thiét bi khi khong con kha ning luu
trit; thuc hién thiét ldp co ché sao luu va phuc hoi nay chu dé thuc hién
cong, tac bao tri, bdo dudng dinh ky, dot xudt, giam thiéu t6i da cac sy cb
k¥ thuat;

6. Thuc hién viéc danh gia, bao cao céc rui ro vé mic d6 nghiém
trong c6 thé xay ra do su truy cap va st dung tréi phep, thay ddi hoic pha
hiry thong tin va hé théng thong tin; dé nghi huéng giai quyét khi c6 su cé.
Dinh ky bdo céo tong hgp tinh hinh an toan, an ninh cta hé thdng ctia So
cho céc co quan lién quan theo quy dinh.

Pidu 9. Trach nhiém cia ngwoi sir dung

1. Nghiém chinh chép hanh c4c quy dinh v& an toan théng tin ctua co
quan, don vi lién quan dén cOng tac ing dung CNTT di dugc UBND tinh
va S& ban hanh nhu Quy ché quan ly, st dung Hé théng thu dién t cong
vu cta tinh: Quy dinh cung cdp va quan 1y thong tin trén trang tin dién tu
ctia S0,... va cac quy dinh khéac cta phéap luét; nang cao y thirc canh giac va
trach nhiém dam bao an ninh thdéng tin tai co quan, don vi.

2. C6 trach nhiém tu quan ly céc thiét bi CNTT duoc giao st dung;
khong, tu y thay dbi va théo 18p céc thiét bi trén may vi tinh khi chua cé sy
ddng y ctia can bd chuyén trach CNTT; khong tu y lién hé véi cd nhan bén
ngoai vao can thiép cac thiét bi may tinh.

3. Cac may linh khi khong s dyng trong thoi gian dai (qua 02 gio
lam viéc) cén tit may hodc ngung két ndi mang, dé tranh bi cac hacker lgi
dung, sir dung chitc néng didu khién tir xa dung may tinh ctia minh tin cong
vao cdc hé thdéng théng tin khac.

4. Khong dugc ty y thay dbi cac tham sb dia chi IP mang cia mang
LAN. Trudng hop cin thiét phai thay ddi tham sé mang phai bao cho can
bd huyén trach CNTT d& xir 1y.

5. Khong dugc truy cép thong tin hodc nhdp chudt vao trang web co
duong dan la khong rd vé ndi dung hodc cic website doc hai; khong tai va
cai dat cdc phin mém chua 13 nguon gdc. Han ché tai nhitng File ¢6 dung
lugng, 1on (trén 300 MB) trong gid 1am viée lam anh hudng dén téc do
duong truyen cta hé thdng. Cac tap tin giri dinh kém boi thu di¢n tir hodc
duge tai xudng tir internet hay cac thiét bi luu trir gén vao hé théng cén
dugc klem tra d& phong chdng lay nhidm virus hoic phan mém gian digp
gy mit mat thdng tin. Khong dung mdy tinh co quan trao dbi tro chuyén
(chat) hodc st dung facebook trao ddi voi ban be, ngudi thin trong gid
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hanh chinh, gy anh huéng dén céng viéc chuyén mon.
6. Trong qua trinh sir dung cac thiét bi CNTT, néu cb su co Xay ra, can bo,

cong chirc, vién chirc 1ap phiéu trinh d¢é Xuét stra chira, chuyén dén can b6 chuyén
trach CNTT kiém tra xac dinh hu héng va dé xut Linh dao S& cho sira chira.

Chwong V
TO CHUC THU'C HIEN

Pidu 10. Khen thuéng va xir Iy vi pham

1. Cac phong chuyén mén, don vi truc thudc; nguoi sir dung thuc hién tbt
Quy ché nay dem lai hidu qué thiét thuc s& dugc xem xét danh gia trong cong tac
thi dua, khen thudng; hang nam.

2. Cac phong chuyén mon, don vi truc thudc; nguoi sit dung cé hanh
vi vi pham quy ché nay thi s& bj trir diém thi dua hodc tuy theo tinh chét,
muc d6 vi pham ma bi xir ly ky luat trach nhiém, x phat hanh chinh, Néu
gdy thiét hai thi phai bdi thuong theo quy dinh.

Diéu 11. Piéu khoan thi hanh

Chanh Vin phong S&, Truong cac phong chuyén moén, don vi truc
thudc S& c6 trach nhiém td chic thuc hién Quy ché nay.

Trong qua trinh thirc hién, néu c6 phat sinh kho khin, vuong méc cac
phong ban, don vi bao cdo lanh dao S& (qua Van phong S&) dé kip thoi sira
d6i bd sung cho pht hop./.

GIAM POC
b

Pao Quy Tiéu
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